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StudioVQ™ Security Overview

A Technical Reference for K=12 IT Teams

Goal of this document: Provide IT administrators and security reviewers with a clear overview of how StudiovVQ™
online design platform + the local Job Manager application is built, secured, and deployed — so your district can move
forward with confidence.

What Is StudioVQ™ + Job Manager?

StudioVQ is a browser-based design and production platform built for K—=12 districts. Teachers and staff open a web
browser, sign in, and create print-ready materials for VariQuest devices — with no local software installation required
on their everyday devices. The StudioVQ Job Manager is a Windows desktop application installed on a single
computer in the school’s media room or print center. It serves as the bridge between StudioVQ’s cloud-based print
queue and the school’s physical VariQuest printers.

Zero-install for classrooms — teachers and students’ access StudioVQ through any modern web browser. No
downloads, plugins, or local configuration needed.

1) Browser-based: StudioVQ is accessed at studiovq.variquest.com over a secure HTTPS connection.

2) Cloud-hosted: StudioVQ runs on Google Cloud Platform, with all processing handled server-side. No data is stored
on the user’s local device.

3) Evergreen: StudioV/Q is built on a modern server-rendered architecture. Updates and enhancements are
delivered automatically — no IT-managed upgrades or version rollouts required.

Built on Google Cloud

StudioVQ is hosted on Google Cloud Platform. This means your district benefits from the same enterprise-grade
security infrastructure trusted by millions of organizations worldwide.

VariQuest leverages Google Cloud’s independently audited security infrastructure. Google Cloud maintains SOC 2
Type I, ISO 27001, and FedRAMP authorization — providing enterprise-grade protections as the foundation for
StudiovQ.
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Google Cloud Platform holds the following certifications and attestations:

Certification What It Covers

SO0C1/S0C2/s0C3 Independent audits of security controls, availability, processing integrity, confidentiality,
and privacy.

ISO 27001 International standard for information security management systems (ISMS).

ISO 27017 Cloud-specific security controls and implementation guidance.

ISO 27018 Protection of personally identifiable information (PIl) in public cloud environments.

FedRAMP Authorized U.S. federal security standard for cloud service providers — relevant for government-
adjacent K—12 organizations.

COPPA Google Cloud infrastructure supports compliance with the Children’s Online Privacy
Protection Act.

Secrets management: All application secrets (service credentials, API configurations) are stored in Google Cloud
Secret Manager — never in source code or configuration files. Secrets are injected securely at runtime.

How Users Are Authenticated and Authorized

StudioVQ uses Google’s identity platform, to manage user sign-in. Every action in StudioVQ is verified before it’s
processed.

Every API request is verified twice — once by Google Authentication and again against the VariQuest account
database. Expired or invalid tokens are rejected immediately.

Token-based sessions: Users sign in with email and password. Google issues a short-lived token (1-hour expiry) that
must accompany every request. Tokens are transmitted securely via HTTPS and stored in HTTP-only cookies.

Double verification: Every APl request is verified in two steps: (1) the Google Authentication token is validated, and
(2) the corresponding account record in the StudioVQ database is confirmed as active and verified. Both checks must
pass.

Role-based access control: StudioVQ uses a two-tier permission model. Location Administrators manage users and
settings within their school or district organization. Internal VariQuest administrators have a separate, elevated role
that is not visible to school users.

Account types: Standard accounts (teachers and staff) use email-based authentication. Student accounts use a simple
username chosen randomly — no email address is collected or required.

Invite-based onboarding: Users join an organization through a 6-character invite code. There is no self-registration —

access is controlled by district administrators. Every organization must maintain at least one Location Administrator.
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How Your Data Is Protected

StudioVQ applies multiple layers of protection to ensure that data is secure both in transit and at rest.

Protection Implementation Standard

Encryption in transit All connections use HTTPS/TLS. No unencrypted connections are TLS 1.2+
accepted.

Encryption at rest All data in Google and Google Cloud Storage is encrypted using AES-256

Google-managed encryption keys.

Zero direct database access Database security rules deny all client-side reads and writes. Google Security Rules
Every data operation goes through the authenticated server-side
API.

Sensitive data masking All server logs automatically mask sensitive information including | Centralized log masking

tokens, email addresses, passwords, and API keys.

Cross-origin protection API endpoints only accept requests from explicitly whitelisted CORS policy

origins, configured per environment.

Request size limits A configurable request size limit is enforced at the server level to | Middleware

prevent abuse. enforcement

What data is stored: StudioVQ stores user accounts (name and email for staff; username only for students),

organization details, design projects, and print request records. StudioVQ does not store financial data, health

records, or Social Security numbers.

Protecting Student Data

StudioVQ is designed from the ground up to support district compliance with student data privacy regulations,
including COPPA and FERPA.

Student accounts require only a username — no email, no name, no personal information. VariQuest Online is

designed to minimize student data collection.

1)

2)

3)

4)

5)

Minimal data collection: Student accounts use username-only authentication. Usernames are randomly
generated. No email address, first name, or last name is collected or stored.

No third-party tracking: StudioVQ does not embed third-party advertising or social media pixels that could collect
student data.

District administrator control: Location Administrators at the school or district level have full control over
student accounts — they can create, manage, and remove student access at any time.

FERPA alignment: StudioVQ operates under the direction of the district as a “school official” with a legitimate
educational interest. Districts maintain full ownership and control of their data.

Data ownership: Districts retain ownership of all content, projects, and organizational data created within
StudioVQ.
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Accessibility

VariQuest is committed to making StudioVQ accessible to all users. StudioVQ has been independently audited for
accessibility conformance by Allyant, a recognized third-party accessibility firm.

StudioVQ has been independently audited for accessibility conformance against WCAG 2.2 by Allyant. The full
Accessibility Conformance Report (VPAT®) is available upon request.

1) Independent audit: Evaluation performed by Allyant using live-user testing by individuals with disabilities using
assistive technology, combined with digital testing tools.

2) WCAG 2.2 conformance: Evaluated against WCAG 2.2 Success Criteria at Level A and Level AA.

3) Continuous improvement: VariQuest is continually works to address areas for improvement as part of ongoing
product development.

The complete VPAT® (Voluntary Product Accessibility Template) document is available upon request. Please contact
your VariQuest representative.

Setting Up the StudioVQ™ Job Manager

The StudioVQ™ Job Manager is a Windows desktop application that connects the StudioVQ online design
platform and print queue to VariQuest devices. It comes pre-installed on the VariQuest® Design Center 2300 or
can be installed on a school-provided computer, typically in a media room or print center.

The StudioVQ Job Manager only needs outbound HTTPS access. No firewall ports need to be opened, no VPN is
required, and no inbound connections are made to the school network.

How Job Manager Works

1) Ateacher or staff member designs in StudioVQ from their browser and submits a print request.

2) The print request and associated files are stored securely in the cloud.

3) Job Manager checks the school’s queue for new jobs.

4) Job Manager downloads job data via time-limited secure URLs (15-minute expiry) and sends the job to the
connected VariQuest printer.

5) Print status updates (printing, complete) are sent back to StudioVQ so teachers can track their requests.

Print Manager Security

1) Authenticated: Job Manager authenticates using the same Google Authentication token system as all other
STUDIOVQ™ users.

2) Time-limited access: Job data is accessed via time-limited signed URLs that expire after 15 minutes. Files cannot
be accessed after expiration.

3) Outbound only: Job Manager checks for new jobs on a regular interval. StudioVQ never pushes data or initiates
connections to the school network.

4) Organization-scoped: Each Job Manager instance is registered to a specific organization and can only access that

organization’s print queue.
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Frequently Asked IT Questions

Is VariQuest SOC 2 certified?

StudioVQ is built on Google Cloud Platform, which maintains SOC 2 Type Il certification. VariQuest inherits these
protections through the Google Cloud infrastructure. Google’s compliance reports are publicly available through the
Google Cloud Compliance Reports Manager.

Where is our data stored?
All StudioVQ data is stored in Google Cloud’s United States region. Data does not leave the U.S.
Does STUDIOVQ™ support Single Sign-On (SSO) or SAML?

StudioVQ currently uses its own Google Cloud based authentication with email and password. Expanded identity
provider support, including SSO integration, is planned for a future release.

What happens if the internet goes down?

StudioVQ requires an internet connection for use. However, work is automatically saved as users design, so progress
is not lost if connectivity drops temporarily. For printing, Job Manager can work with pre-downloaded print job files.

What student data does StudioVQ collect?

Student accounts require only a username which is randomized or can be set manually, no email address, name, or
other personally identifiable information is collected. Design projects are stored in the cloud and owned by the
district.

Does StudioVQ install anything on teacher devices?

No. StudioVQ is accessed entirely through a web browser. The only installed component is the Job Manager, which
runs on a single designated computer in the media room or print center.

Do you have a VPAT?

Yes. StudioVQ has been independently audited for accessibility conformance against WCAG 2.2 by Allyant. The full
Accessibility Conformance Report (VPAT®) is available upon request.

What domains do we need to allow through our content filter?
StudioVQ requires access to: studiovg.variquest.com, all over HTTPS (port 443).
Can we get a copy of penetration test results?

Google Cloud publishes its compliance and security reports through the Google Cloud Compliance Reports Manager.

VariQuest can provide additional architecture details upon request.
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